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Abstract  

An example for sourcing of virtualized services is “cloud bursting” as a deploy-

ment model in which applications run in a private cloud or data center and ‘burst’ 

into a non-private cloud when more computing capacity is needed [1],[2]. The 

availability of free burst capacity is not guaranteed, so ‘burst’ has a cheaper cost 

but comes with a higher risk that the Service Level Agreement (SLA) e.g. in terms 

of application response time are not met for peak-traffic events. To balance risk 

versus costs the impact of service levels (e.g. committed vs. burst capacity) of 

technical services on customers’ business processes need to be understood. But 

there are rarely accepted engineering methods available to recommend on cost-

vs.-risk efficient service levels. In a SLA-aware service composition problem for 

minimizing cost without compromising the service quality, there is a great re-

search interest in integrated management tools that automatically control the 

quality of multi-tier sourcing applications and autonomously warn for arising 

problem on frontend impacts to end-users or other business process implications. 

The proposed concept is providing a bridge between business impacts to dis-

tributed infrastructure systems to recommend for capacity and quality of technical 

components by defining fuzzy dependency couplings in a practical and feasible 

manner in order to satisfy aspects of the distributed nature of SLA dependencies. 

1 General Approach 

When considering the trade-off between costs and benefits in the service design 

phase, a key challenge is the derivation of business-relevant performance metrics 

and associated cost-efficient target values. We propose as the efficient Service 

Level Objective (SLO) to select the minimum sum of business opportunity cost 



based on the associated customer business risks and the cost of delivery/capacity 

for the service provider. This implies that neither the service provider nor the 

customer can find the efficient service level objective by their own as this is the 

aggregation of both views and interests. In the following we address the risks 

based on negative consequences associated with a service incident (Cost-of-

Failure). Thus, the negative impact on process performance with regard to a cho-

sen service level is translated into its monetary equivalent. This can be called an 

adverse business impact in service offers [3]. Considering in addition the coupling 

for each service to possible adverse business impacts, quantitative assessments of 

service value and monetary consequence can be elaborated. Thus chaining the 

critical relationships between business impact and IT assets allow service provider 

to balance between cost of service delivery or capacity for a service level to the 

associated business risks. This coupling approach can also be leveraged to justify 

costs for improvements to the backend IT infrastructure that improve the Quality 

of Services (QoS) on the front-stage or end-user level, by demonstrating how the 

proposed improvements deliver monetary benefits to the business. 

2 Defining Dependence Couplings by applying Fuzzy Set Theory 

2.1 Estimating the Degree of Coupling  

Dependence Coupling is a measure that we propose to capture how dependent the 

component or service is on other services or resources for its delivery. Loose 

coupling describes an approach where integration interfaces are developed with 

minimum assumptions between the sending/receiving parties, thus reducing the 

risk that failure in one module will affect others. Tight coupling on the other hand 

indicates that successful delivery of other services or availability of resources is a 

prerequisite for the completion of a service. In very most cases the relationship 

between technical performances attributes and dependent business services cannot 

be exactly mathematically described [4]. When the dependency is between a 

service and some resource it uses, coupling will essentially be a function of how 

often the resource is used. For instance, the dependence of a service on the net-



work layer might be measured by how often it is making a socket call, or how 

much data it is transferring [5]. For web-services we can examine environmental 

coupling which is caused by calling and being called. More advanced are coupling 

measures to evaluate the coupling level real-time by runtime monitoring, intro-

duced as dynamic coupling metrics. Within an inductive approach to investigate 

for coupling dependencies between infrastructure components and their relying 

services, historical data is collected from the whole application environment 

network and the performance behavior of related components is analyzed.  

 

 
Figure 1: Inductive Comparison of User Response Time to Application Server Load 

As opposite, using a deductive method dependencies are not calculated based on 

data the system produces, but rather the system itself [6],[7].  

A key principle of realistic impact simulations is the idea of considering both, 

positive and negative aspects of dependency relations and simultaneous considera-

tion by pulling these strengths together. The negative effects are the dependencies 

through transactional interactions (in case an incident happens), the controversy 

mitigation ability are the built-in systeme resilience capabilities. The simultaneous 

play of contrary forces, dependence and resilience together, considering direct and 

also indirect interactions, will define the overall system behaviour and expected 

impact to the end-user experience and business processes. 

An initial gradual and bi-polar concept called IFSFIA (Intuitionistic Fuzzy Ser-

vice Failure Impact Analysis) was first published in [8], which describes a seven 

step approach for assessing impacts by means of fuzzy-related components to a 

business service and has been developed at University Fribourg, Switzerland [9]. 



2.2 Mathematical Background on Intuitionistic Fuzzy Sets (IFS) 

Let E be a fixed universe and A is a subset of E. The set A* = {x, μA(x), νA(x)| x 

 E} where 0 ≤ μA(x) + νA(x) ≤ 1 is called Intuitionistic Fuzzy Set (IFS) [10]. 

Every element has a degree of membership (validity) μA(x): E → [0,1]  and a 

degree of non-membership νA(x) : E → [0,1]. Intuitionistic Fuzzy Sets (IFS) have 

only loosely related membership and non-membership values unlike classical 

[Zadeh] fuzzy sets. An IFS is a generalization of the classical fuzzy set [11] which 

defines another degree of freedom into the set description, the independent judg-

ment of validity and non-validity. For each IFS A in E, πA(x) = 1 – μA(x) – νA(x) 

is called the intuitionistic index of x in A which represents the third aspect, the 

degree of uncertainty or limited knowledge.  

Let now a be the intuitionistic fuzzy logical statement of coupling with member-

ship and non-membership μa, νa. The coupling degree of truth is μa and degree 

of falsity νa with possible values between zero and one omitting that the sum of 

both degrees of truth is equal or less than one. Pulling the positive and negative 

coupling aspects together in one fuzzy index is further called the Intuitionistic 

Fuzzy Direct Coupling Index (IFDCI) between two components. 

2.3 Calculation of Indirect Coupling Effects 

A property graph is an attributed, labelled, multi-relational graph which contains 

connected entities and which can hold attributes in the form of key-value pair 

[12]. This graph is applied to model multi-level business service dependencies to 

component services. Any Configuration Item (CI) can be presented as a node of 

the property graph which has a directed association to one ore more other nodes. 
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Figure 2: Directed Dependency Property Graph Model with Indirect Couplings 



The edge reflects the relationship between two nodes which always has a direc-

tion, a dependent and an antecedent. The edge can be named and like nodes can 

have properties such as weights, distances, costs, ratings etc.  

After definition of the direct impacts, the indirect coupling between components 

or services can be automatically calculated considering the degrees for direct 

coupling as invented by [13] within a Fault Tree Analysis concept and extended 

by [14]. The partial impact between components or services can now be expressed 

by means of intuitionistic fuzzy values carrying probabilistic information. De-

pending on which operations are applied, classical or probabilistic, the results will 

be greater or smaller (interpreted as classical, moderate, worst and best case). 

 Figure 3: Calculation on Intuitionistic Fuzzy Indirect Couplings 

The intuitionistic fuzzy dependencies may have different kinds of semantics 

(functional and probabilistic) depending on the type of information they represent. 

Example: Considering the best case impact scenario between component C2 and 

service B0, the coupling relation is calculated as indcplbest(C2,B0) = (0.36,0.51). 

Using probabilstic semantics it means that in case the component C2 fails, the 

expected probability that business service B0 breaches the SLA is 36% and 51% 

that the performance of B0 stays within the tolerated thresholds. An uncertainty of 

13% is estimated which means this coupling relation is seen as quiet mature.  

As an example for a functional semantical interpretation using best an ordinary 

measurable coupling relationship this statement would mean that the service B0 is 

expected to be functional degraded or partly available (e.g. response time goes 

down by 36%) in case the component C2 performance fails. This allows a notion 

of having the business service still usable with some kind of degradation. 



3 Cost Models and Cost-of-Failure 

Virtual Capacity Units (VCU), which may represent several technical elements in 

the IT system that are related to the virtualization services offered to the clients. 

  

Figure 4: Baseline Model versus Consumption Based Model 

Within Baseline Model the customer books a fixed capacity in VCU on a shared 

system. He is able to change this capacity by notifying a change request to the 

service provider. The customer pays the booked capacity independent of the actu-

al usage. Despite in a Consumption Based Model (CBM), the consumer books an 

entitlement in VCU, the logical partition is allowed to burst over that entitlement 

and this burst is not guaranteed. At the end of the billing period Bursting is meas-

ured and charged. The catalog service products offer a different booked and com-

mitted capacity that the clients can choose depending of their needs. As closer the 

entitlement is to 100%, which is the case only for the Platinum Service Level, the 

better availability and performance conditions apply. But the higher the entitle-

ment, also the higher the cost to pay for the service usage, here the consumed 

VCU units. Each Service Level has an associated negative Bussiness Impact or 

Cost-of-Failure based on the expected numbers of incidents (like too slow re-

sponses) which is contrary to the capacity entitlement of the chosen Service Level. 

 

Figure 5: Service Levels with Capacity Entitlements and corresponding Discounts 



The expected total Cost-of-Failure is related to the booked Service Level, we 

summarize this cost of lost business further as Business Opportunity Cost. 

 

Figure 6: Business Opportunity Cost Curves: Real (Blue) and Ideal (Green) 

4 Intuitionistic Fuzzy Service Failure Impact Analysis (IFSFIA) 

A complete methodical assessment approach was developed, which is practically 

usable in datacentre environments, with several sequential steps to be processed. It 

starts from automated discovery of the details of the managed resources and 

backend components, the grouping of components to impacted frontend services 

and the enrichment in several tasks and calculation steps up to the gradual busi-

ness impact assessments, including monetary cost-of-failure information and 

business objectives [14]. The overall frame for incorporating all data is a grid with 

service components on one axis and impacted business services on the other. This 

matrix can be freely extended with different kind of variables showing failure 

modes, reliability parameters, financial data or operational capabilities and ex-

tends the pure system view to include also the processes, tools and people that are 

necessary for functioning of a distributed information system. 

The result of the IFSFIA method is a sorted intuitionistic fuzzy distribution of 

dependencies, providing an ordered set by the probability of incident root causes. 



 

Figure 7: IFSFIA Matrix with Couplings and Financial Impacts per Component 

Here Repair Time Objective (RTO) and Recovery Point Objective (RPO) are 

roughly speaking based on setting the time objective for "the amount of time the 

business can be without the service”. This means in case the defined service level 

enables a full restoration within these time limits no severe effect on the business 

will be assumed and the Cost-of-Failure calculation starts after this grace period. 

5 Recommendation on efficient Service Levels 

Each service linked to the business impacts in terms of Business Opportunity- or 

Failure Costs and can be matched against the Cost of Capacity or Delivery Cost. 

 

Figure 8: Efficient Service Level Targets Based on the Business Impacts 



The expected business impact can be compared against the discounts indicating 

the cost benefits for chosing a lower SLO capacity target. The minimum point of a 

total cost (not be necessarily the intersection between the Business Opportunity 

Cost and Cost of Capacity) is below be determined as an approximation. 

 

Figure 9: Efficient SLO targets with minimized overall total cost. 

The cost-optimized Service Level Objective (SLO) has a total cost of 23813.06 € 

as a value and the point is located on the Bronze Category. Thus the best product 

to select minimizing total costs and better overall business opportunity for client 

and service provider is the bronze category. The proposed method can be taylored 

to choose services depending on the individual customers’ business model.  

 

Conclusion: Combining well-grounded academic research for Service Level 

Engineering, as also contributed in related research work [5],[15],[16], with prac-

tice oriented scenarios provides high value to the service business. By expanding 

IT reliability engineering with fuzzy mathematical models the framework can 

transform performance data into knowledge that allows understanding the impact 

of incidents on the business and recommend on efficient service level objectives. 

Instead of tightening SLAs across the board, which is a costly approach, individu-

al service levels should be directly driven by business needs where the organiza-

tion benefits by projecting and paying for only what is required. 
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